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Job Description

15 Petabyte of data hosted, 49 countries supported, 15000 servers and thousands of devices to connect
locations and businesses. Information is clearly one of Novartis` most valuable asset. In ISRM (Information
Security and Risk Management), we implement and maintain solutions that secure the Novartis environment,
protect our data and provide the necessary control framework to enable compliance with the various
regulations associated with the healthcare industry. 

105,000 outstanding individuals work with Novartis all with different needs and aspirations. Aligned to a single
inspirational purpose to reimagine medicine for millions of patients across the world. 

Join us and directly contribute to Novartis’ vision to Reimagine Medicine. 

Your key responsibilities: 

Your responsibilities include, but are not limited to: 

• Effectively investigate to identify root cause, including attack vector, exploitation, and other techniques
utilized to bypass security controls 
• Accurately diagnose impact, damage, and mitigation techniques needed to restore business operations and
minimize reoccurrence 
• Identify technology and process gaps that affect CSOC services; develop solutions and make
recommendations for continuous improvement 
• Provide oversight and support for first level monitoring and triage to ensure effective operations and
mitigation of lower impact incidents 
• Good cultural orientation and strong influencer of information risk management, information security, IT
security, to be embedded across IT, OT and Medical Technologies 

Minimum Requirements

What you’ll bring to the role: 

• Experience in Incident Response / Computer Forensics / CSOC team / Threat Hunting or related fields 
• Experienced IT administration with broad and in-depth technical, analytical and conceptual skills 
• Experience in reporting to and communicating with senior level management (with and without IT
background, with and without in depth risk management background) on incident response topics 
• Excellent written and verbal communication and presentation skills; interpersonal and collaborative skills; and
the ability to communicate information risk-related and incident response concepts to technical as well as
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• Excellent understanding and knowledge of general IT infrastructure technology and systems 
• Proven experience to initiate and manage projects that will affect CSOC services and technologies 
• High level of personal integrity, and the ability to professionally handle confidential matters and exude the
appropriate level of judgment and maturity 

Desirable requirements: 

• Experience with security incident monitoring and response related to medical devices / pharmaceutical
industry 
• Good mediation and facilitation skills 

Why consider Novartis? 

799 million. That’s how many lives our products touched in 2019. And while we’re proud of that fact, in this
world of digital and technological transformation, we must also ask ourselves this: how can we continue to
improve and extend even more people’s lives? 
We believe the answers are found when curious, courageous and collaborative people like you are brought
together in an inspiring environment. Where you’re given opportunities to explore the power of digital and data.
Where you’re empowered to risk failure by taking smart risks, and where you’re surrounded by people who
share your determination to tackle the world’s toughest medical challenges. 

Imagine what you could do at Novartis! 

Commitment to Diversity & Inclusion: 

Novartis embraces diversity, equal opportunity and inclusion. We are committed to building diverse teams,
representative of the patients and communities we serve, and we strive to create an inclusive workplace that
cultivates bold innovation through collaboration, and empowers our people to unleash their full potential. 

Join our Novartis Network: If this role is not suitable to your experience or career goals but you wish to stay
connected to learn more about Novartis and our career opportunities, join the Novartis Network here:
https://talentnetwork.novartis.com/network
Business Unit
IT NBS
Location
Ireland
Site
Dublin
Company / Legal Entity
Novartis Ireland Limited
Functional Area
Information Technology
Job Type
Full Time
Employment Type
Regular
Shift Work
No
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