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  Summary  

‧ Enable automation of security tasks and continuously build scripts, Bots to streamline operations.
‧ Ensure cloud security operation is operated in line with Cloud security operation manager.
‧ Build knowledge and expertise in the specific areas covered by the Cloud security operations.
‧ Ensures necessary technical training, awareness and experience levels are maintained within the
function
‧ Report to cloud security manager on service issues and / or opportunities to optimize the public
cloud services.
‧ Continuously evolve and learn about new technologies and security concepts in terms of
compliance, regulation, and various standards.

  

  About the Role  

Major accountability for the Specialist Cloud Platform Security.
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Job Summary:

2-3 years of experience in information security or a related field.
Strong understanding of security concepts, principles, and methodologies (e.g., access
control, Vulnerability management, cryptography, firewalls, intrusion detection/prevention
systems).
Working knowledge of network security, operating systems (Windows, Linux)
Cloud security principles (AWS Security, Azure Security) knowledge is plus.
Experience with security information and event management (SIEM/SOAR) tools a plus.
Excellent analytical and problem-solving skills.
Strong written and verbal communication skills. Ability to work independently and as part of a
team. Excellent time management and organizational skills.
Ability to work collaboratively with a diverse group of technical and non-technical individuals.
Continuously improve your knowledge and skills by attending training and pursuing industry
certifications (e.g., Security+, CCNA Security).
A passion for information security and a desire to stay up-to-date on the latest trends and
threats through continuous learning and participation in training programs.

KEY PERFORMANCE INDICATORS / MEASURES OF SUCCESS

Adherence to the Novartis IMF security standards
Deliver on time
Completeness and quality of deliverables
Customer feedback (expectations met/exceeded)
Actively contribute to the business with innovative solutions that show results in the form of

cost optimization and / or growth of the business top line revenue.

  

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients’ lives. Ready to create a brighter
future together? https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up: 
https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we’ll help you thrive personally
and professionally: https://www.novartis.com/careers/benefits-rewards
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  Division 
  Operations  

  Business Unit 
  CTS  

  Location 
  India  

  Site 
  Hyderabad (Office)  

  Company / Legal Entity 
  IN10 (FCRS = IN010) Novartis Healthcare Private Limited  

  Functional Area 
  Technology Transformation  

  Job Type 
  Full time  

  Employment Type 
  Regular  

  Shift Work 
  No  

  Apply to Job 
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