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  Job ID 
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  India  

  
  

  Summary  

-Focused management of security operations and or technology governance and external/internal
interfaces in accordance with service operations and management processes.

  

  About the Role  

Snr. Spec. DDIT ISC CyberTools (Automation) (376203BR)

Our Information Security & Compliance (ISC) group are looking for a Senior Specialist
- Cyber Tools (Automation) to join the team!

Our Senior Specialist Cyber Tools role will be responsible for designing and
implementing automations which are directly involved to support Information Security &
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Compliance and other tools, falling under the scope of Cyber Tools team. 

Your responsibilities include, but are not limited to:</b>
 

Develop, implement and maintain automated tools and processes, driving automation from an
end to end perspective, from requirements gathering to code writing and implementation. 
Build dashboards to automate different initiatives in security space.
Collaborate with cross-functional teams, including IT, Security Operations, and Engineering,
to integrate cyber tools and automation into existing infrastructure. 
Continuous improvement of existing automation tools, to ensure value added from
automation. 

What you will bring to the role:

‧ BE/ BTech with 8+ years of overall working experience in information technology, at
least 3 years in automation. 

Must have:

Hands on experience in coding, specifically with scripting languages such as: Python,
PowerShell, Bash, etc.
Experience in integration to SaaS platforms via API’s
Power user level of knowledge of Linux / Microsoft OS
Strong technical background and problem solving skills
Experience with Microsoft Power Platform and Microsoft Sentinel (Creating Dashboards)

Good to have:

Experience with RPA automation platforms: Power Automate, UiPath
Experience of using and integrating with Splunk and ServiceNow SaaS platforms
Knowledge of IT security area

Nice to have:

Advanced knowledge of networking, TCP/IP stack, SSH, HTTP

Why consider Novartis? :

743 million. That’s how many lives our products touched in 2022. And while we’re
proud of that fact, in this world of digital and technological transformation, we must also
ask ourselves this: how can we continue to improve and extend even more people’s
lives?
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We believe the answers are found when curious, courageous and collaborative people
like you are brought together in an inspiring environment. Where you’re given
opportunities to explore the power of digital and data. Where you’re empowered to risk
failure by taking smart risks, and where you’re surrounded by people who share your
determination to tackle the world’s toughest medical challenges.

Imagine what you could do at Novartis! :</b>

Join our Novartis Network: If this role is not suitable to your experience or career goals
but you wish to stay connected to learn more about Novartis and our career
opportunities, join the Novartis Network here:
https://talentnetwork.novartis.com/network

We are Novartis. Join us and help reimagine medicine

Is this really what the role is about? My understanding is that this is a team member
role (albeit covering its area e2e), not a team lead.

 

You’ll receive: You can find everything you need to know about our benefits and
rewards in the Novartis Life
Handbook. https://www.novartis.com/careers/benefits-rewards

 

 

Commitment to Diversity and Inclusion: 

Novartis is committed to building an outstanding, inclusive work environment and
diverse teams' representative of the patients and communities we serve.

 

Join our Novartis Network: If this role is not suitable to your experience or career goals
but you wish to stay connected to hear more about Novartis and our career
opportunities, join the Novartis Network here: 

https://talentnetwork.novartis.com/network
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Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients’ lives. Ready to create a brighter
future together? https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up: 
https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we’ll help you thrive personally
and professionally: https://www.novartis.com/careers/benefits-rewards

  
  Division 
  Operations  

  Business Unit 
  CTS  

  Location 
  India  

  Site 
  Hyderabad (Office)  

  Company / Legal Entity 
  IN10 (FCRS = IN010) Novartis Healthcare Private Limited  

  Functional Area 
  Technology Transformation  

  Job Type 
  Full time  
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  Employment Type 
  Regular  

  Shift Work 
  No  

  Apply to Job 

  
  
 

  

  
  
  Job ID 
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